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BUSINESS CHALLENGES

Security tools

+30

Average cost 
of a data 
breach

$4M
Average days 

to identify and 
contain

270

Source: 2022 IBM Data Breach ReportSource: “20/20 Visibility Clarifies Network Security”, A Forrester Consulting Paper 
Commissioned by Infoblox, July 2022
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PERIMETER HAS DISSAPPEARED
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Question: 

¿Qué protocolo de red ha sido usado
en el 92%* de los Ciberataques recientes?

*NSA       

Domain Name System



TODOS los elementos de la red dependen del 
DNS

• Cada usuario, dispositivo y aplicación en la red de cómputo, necesita
conocer la dirección (IP) de los sistemas y dispositivos a los que se va a 
conectar. 
Para ello, utilizan el servicio de DNS para la traducción.



DNS es LA BASE de las redes actuales
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• Provides mission critical network connectivity needed to run a business
• If DNS is down, network is shut off from the Internet, critical IT 

applications become inaccessible



*NSA       

D A T O S

E S C A L O F R I A N T E 
S



• 91% del malware usa DNS para: 
• Enviar tráfico a sitios maliciosos
• Comunicarse con servidores C&C 
• Transporte (túnel/robo) de datos

• 68% de las empresas no monitorean su DNS

• 46% de los negocios han experimentado robo 
de información a través del DNS.

• Un ataque típico se mitiga en 5h, un ataque al 
DNS 6.5 horas



¿Y CÓMO OPERA

EL MALWARE?



User Device

TYPICAL MALWARE/RANSOMWARE



User Device

Request IP address for
web location

(E.g. Website) 

1. DNS REQUEST

TYPICAL MALWARE/RANSOMWARE



User Device

IP address for web location 
provided to client 
(E.g. website = 2.3.4.5)

2. DNS RESPONSE

TYPICAL MALWARE/RANSOMWARE



Client connects to “website” 
based on IP address returned 
from DNS system

3. CONNECT TO WEBSITE

User Device

TYPICAL MALWARE/RANSOMWARE



Contains malicious payload(s) 
within the web content

4. COMPROMISED WEBSITE

User Device

TYPICAL MALWARE/RANSOMWARE



Malicious payload(s) 
downloaded along with the web 
content 

5. CONTENT DOWNLOADED
User Device

TYPICAL MALWARE/RANSOMWARE



User Device

Device infected with 
malware/ransomware

6. INFECTION

TYPICAL MALWARE/RANSOMWARE



¿QUÉ ES ESO DE LA 

EXFILTRACIÓN DE DATOS?



Malware breaks looks for 
local and remote files to 
exfiltrate

1. INFECTED SYSTEM

DATA THEFT OVER DNS



Discoveres files are 
“broken” into multiple small 
fragments

2. FILES PROCESS

DATA THEFT OVER DNS



“Hostile” DNS 
Server

Attacker creates DNS Server for 
their domains

3. AUTHORATIVE 
DNS

DATA THEFT OVER DNS



Data “chunks” added to 
DNS queries, sent to 
“hostile” DNS server

4. DNS QUERIES

“Hostile” DNS 
Server

DATA THEFT OVER DNS



“Hostile” DNS 
Server

Files are reassembled into 
their original format 

5. FILES EXFILTRATED

DATA THEFT OVER DNS



*NSA       

Y SEGURAMENTE

TE ESTÁ PASANDO A TÍ

(solo que no lo sabes)



¿CÓMO ME PROTEJO

DEL MALWARE?



B1TD MALWARE/RANSOMWARE 
PROTECTION



Request IP address for
web location
(E.g. Website = 2.3.4.5) 

1. DNS REQUEST

B1TD MALWARE/RANSOMWARE 
PROTECTION



Website (2.3.4.5)
= malicious 2. List of domains 

known to be malicious

B1TD MALWARE/RANSOMWARE PROTECTION



IP address not provided for 
website location

3. REQUEST BLOCKED

Website (2.3.4.5)
= malicious

Identify 
source device

(Client)

B1TD MALWARE/RANSOMWARE PROTECTION



¿CÓMO ME PROTEJO CONTRA LA

EXFILTRACIÓN DE DATOS?



“Hostile” DNS 
Server

Malware breaks looks for 
local and remote files to 
exfiltrate

1. INFECTED SYSTEM

INFOBLOX PROTECTION FROM DATA 
THEFT



BloxOne
Threat Defense “Hostile” DNS 

Server

Discoveres files are 
“broken” into multiple small 
fragments

2. FILES PROCESS

INFOBLOX PROTECTION FROM DATA 
THEFT



Data “chunks” added to 
DNS queries, sent to 
“hostile” DNS server

4. DNS QUERIES

“Hostile” DNS 
Server

Identify source 
device
(Client)

INFOBLOX PROTECTION FROM DATA 
THEFT



“Hostile” DNS 
Server

Threat Defense AI+ML identify data 
added to DNS queries and block

5. AI PROTECTION

INFOBLOX PROTECTION FROM DATA 
THEFT



• 91% del malware usa DNS para: 
• Enviar tráfico a sitios maliciosos
• Comunicarse con servidores C&C 
• Transporte de datos

• 68% de las empresas no monitorean su DNS

• 46% de los negocios han experimentado robo 
de información a través del DNS.



• Sites hosting malicious Domains/IPs (Phishing, Spear Phishing, etc.)

Email links

• Malicious code from communicating to attacker CnC/C2 networks

Command and Control traffic

• Blocking clients connecting to control networks

Ransomware attacks

• Domains/IPs known to be hosting malware

Malware downloads

• Non-human managed devices connecting to attacker control servers

IoT/OT compromise

AMENAZAS CONSTANTES



• Most other security platforms “ignore” the content of DNS

DNS is an “ignored” protocol

• Newer advanced malware attacks leverage DNS as a communications 
channel

Malware is leveraging DNS

• Attacker communications can be hidden in encrypted DNS, circumventing 
all other detection tools

DNS Encryption 

¿PORQUÉ DEBEMOS 
ASEGURAR EL DNS?



Closest to Endpoints

Rich source of telemetry

Hybrid Cloud Network

INTERNET

Spans entire organization

VALUE OF DNS IN SECURITY



INFOBLOX CLOUD PORTAL

Security Threat
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Who?Infoblox CTI Query



Advanced 
Threat 
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SECURITY ORCHESTRATION

• Bridge 
silos

• Automatically notify 
ecosystem of events in 
real time

• Trigger remediation 
action

• Share network context

• Faster 
remediation

• Improve ROI 
of ecosystem

Cybersecurity 
Ecosystem



OFFERINGS
Core Network Services, Cybersecurity, 
Secure Edge Services  

MISSION
Empowering organizations to manage 
their continuously evolving growing 
networks simply and securely.

Why Infoblox



OUR WAY TO PROTECT

• Block threats at earliest point of connection 

• Protect any app/device anywhere and  IoT/OT

• Hybrid cloud visibility and related compliance

• Close security gaps using threat hunting

• Automate cybersecurity stack
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